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ITporpaMma BCTYIHTENBHBIX HCIBITAHHI IS NOCTYIUIEHHS HA NPOrpamMMy MAaruCTpaTypEl
«BeszomacHocTs KuOepdu3mIeckux cucTeM (3armura HHGOpMAIMH B KOMIIBIOTEPHBIX CHCTEMax H
cersix)» mo Hampasnerno 10.04.01 «Mudopmamponnas 6e30macHOCTh)» pa3paboTaHa Ha OCHOBAHHH
(ellepaTbHBIX TOCYIAPCTBEHHBIX 00pa30BaTe/IbHBIX CTAHAAPTOB BRICINET0 00pa30BaHus — BXOIAIIMX
B YKPYIIHEHHYIO TPYIINY CleNHanbHOCTeH | Hanpasienui moaroroske 10.00.00 «<Madopmarmonnas
0e30ImacHOCTEY.

TPEBOBAHUMA K YPOBHIO ITOJATOTOBKU ABUTYPUEHTA
Abumypuenm 0ondicer umems npeocmasierue.

- 0 pomu mpoOieM 3ammMTHl MHpOpMArME B 00mIell COBOKYIHOCTH HH(GOPMAI[MOHHBIX
pobieM COBPEMEHHOT0 00IecTBa;

- 0 cI0co0ax MpeiCTaBICHHs PA3IMYHbIX BHIOB HH(OpMAaIH Ha KOMITBIOTEPHBIX HOCHTEILIX,
a TaK>Ke 3all|Thl JaHHOH nHpopMarmy;

- 0 PeryJIHpOBAaHWH H TIPOTHBOACHCTBHAX IIPaBOHAPYIIECHMSIM B cdepe SKOHOMHYECKOH
0e30IMacHOCTH;

- 0 chepax HayKH, TEXHHKHA M TEXHOJIO'MH, OXBATHIBAOIIHME COBOKYIIHOCTE IIPOOIEM,
CBSI3aHHBIX ¢ oOfecriedeHHeM 3allMINEHHOCTH O0BEKTOB HH(OpMAaTH3aldhd B  YCIIOBHSX
CyIIECTBOBAHUS yrpo3 B HH(GOpMaMOHHOH chepe.

Abumypuenm oondicer 3Hambv.

- TPHHIMIOBI — [OCTPOEHMS  AHAIMTHKO-MMHTAIMOHHBIX ~ MoJeNed  HMH(pOpPMaIMOHHEIX
IIPOLIECCOB, OCHOBHBIE KJIAacChl MOJENEH H METOAbl MOIENHMPOBAHHA, METOAB! (OpMATH3AlNH,
AITOPUTMHU3AIMHY U PEATH3alMH MOJIEIEH Ha BRIYUC/IUTE/BHBIX CHCTEMAX;

- CIOCOOBI 3amMCH AITOPUTMOB M KOHCTPYHpPOBaHHS IIPOrpaMM C  HCIOJIB30BAHHEM
pPa3IMYHBIX ~ QITOPUTMHYECKHX  SI3BIKOB  IIPOLEAYPHOTO M OOBEKTHO-OPHEHTHPOBAHHOIO
IPOTrPaMMUPOBAHUS;

- OCHOBHBIE TIPHHIMIIEI OPraHM3alMH H (YHKIHMOHHPOBAHHMA KOMIIBIOTEPHBIX CHCTEM,
KOMILIEKCOB H CETEH;

- XapaKTepHCTHK{, BO3MOXKHOCTH M 00JIacTH IpUMEHEHHS Hambojee paclpOCTpaHEHHBIX
KJIACCOB M THITOB BEIMHCITHTENLHBIX CHCTEM B HH(OPMAITMOHHBIX CHCTEMAX;

- (opMBI TIpEACTABIICHUS, XpaHEHHs, Iepemaud u IpeoOpazoBaHus HMHPOPMAMH B
BEIYHCIUTENHHBIX CHCTEMAX;

- ApXWTEKTYpy, OCHOBHBIE  YCTpOHCTBa, CHCTEMHOE IPOTpaMMHOE  oOecredyeHHe
NEPCOHATBHOr0 KOMIBIOTEPA U KOMIIBIOTEPHBIX CETEH;

- MeTombl pa3pabOTKM aIrOpuTMOB MW INPOrpaMM, OCHOBHbIE HHGOPMAllMOHHBIE H
YIIPABIISIOIIHE CTPYKTYPBI allTOPHTMOB;

- Cpe/ICTBa OIMCAHWS JAHHBIX U JeHCTBUH B A3BIKaX IPOrpaMMHPOBAHHS BBICOKOTO YPOBHI,

OCHOBHEIC aJITOPHTMBI PEIICHHA THIIOBBIX 3aJ1a4 H CIoCcOoOBI HX peamsanir; BHIBI IIPOIrpaMMHOTIO



obecnedenws, IS PEINeHIS MATEeMAaTHIECKIX U HHDKEHEPHO-TEXHHYECKHX 3a/1a4.
Abumypuenm 0ondicer ymems UCNONb306AMb.

- CICIHANbHEIE 3HAHHS 10 IPUMEHEHHIO COBPEMEHHBIX TEXHOJIOTHH HH(POpPMalHOHHON
6e30I1aCHOCTH, B TOM YHCJIE B CTPYKTYPE PerioHa,;

- OCYIIECTBIATE HHGOPMAIIHOHHYIO 0€30IMaCHOCTE PAa3TUYHEIX HHOOPMAITMOHHEIX 00BEKTOB
H CTPYKTYD;

- COBpPEMEHHBIE CHCTEMHEIE IIPOTPaMMHBIE CPE/ICTBA 3alIUTHl HH(POPMAIIHH;

- CeTeBEIE IIPOTPaMMHBIE B TEXHHYECKHE CPEICTBA 3aIlAThl HHQOPMaIHH.

Abumypuenm 0ondicer umems ONbIM:

- IPUMEHEHH MAaTEMAaTHYECKUX METOJI0OB ¥ aJlTOPUTMOB BEYHCIIMTEILHOM MATEMAaTHKH IIPH
peleHrr Tpo(ecCHOHANBHEIX 3a[ad U aHaju3e IPHUKIAJHBIX IpobleM B IpodeccHoHATbHOMH
00IacTH;

- IPaKTHYECKWHA ONBIT HCIOJB30BAHHA MAaTEMaTHYeCKH CIOXHBIX alIlOPHTMOB B
COBPEMEHHBIX NporpaMMHBIX KoMmiuiekcax (T3M), Bkmodas peanu3aliio B HHX COOCTBEHHBIX
METOJIOB M MOJEJEH 10 3aImuTe HHPOpMalluH;

- paboTEI ¢ 00BeKTaMH HHGOPMATH3AINH, BKIIFOYas KOMIBIOTEPHEIE, ABTOMATH3HPOBAHHEIE,
TEIEKOMMYHHKAIHOHHBIe, WH(GOpMaUHOHHBIE X HHGOPMAIHOHHO-aHATUTHYECKHE CHCTEMBEI,
HH(OPMAIMOHHBIE PeCypChl # HH(POPMAIHOHHEBIE TEXHOIOTHH B YCJIOBHAX CYIIECTBOBAHHSA YyIPo3

B HH(OpMaIHOHHOI chepe.
COJEPXXAHUE ITPOI'PAMMBI

Tema 1. OcroéHble ROHAMUA UHDOPMAUUOHHOT Ge30NACHOCMU U 3AUiUMbL UHPOpMay UL,

1.1 MMousrue wundopmanmer u uHOOpPManHOHHOK Oe3omacHocTH. Mudopmanmus,
coobmenHs, HHPOPMAIMOHHEIE TIPOIECCHl Kak 00BeKTH HHpOpMalmoHHOH 6e3onmacHocTH. O630p
3aMIAIIAEMBIX OOBEKTOB H CHCTEM.

1.2 Ocuosuele moHsTHs uHGopMaruku. CooOmeHus, NaHHBIE, CHIHAN, IIOKa3aTeld
KadecTBa HHGbOpMaIHH, GopMsl nipejcrasienns nadopmanny. CHCTEMBI Iepeady HH)OpPMAIHH.
Mepsl 1 eTUHHIBI KOJTH4YecTBa 1 00beMa HHGopManuy. [fonaTre 1 3ammTa JaHHBIX.

1.3 Tlomstme «yrposa mHbOpMmammi». [loHsTHe  «pHucKa  HHGOPMAIHOHHOM
GesomacHOCTH». IlpEMepsl mpecTylwieHuid B chepe HHPopMamud M HHPOPMAIHOHHEIX
Texsoyioruii. CymHocTh (YHKIIHOHHPOBAHKS CUCTEMBI 3aIMTHl HH(pOpMalMy. 3aliuTa 4e/loBeKa
OoT omacHO# wHbOpMAmMH M OT He HHGOPMHPOBAHHOCTH B 00NAacTH HMH()OPMAIIMOHHOH
Oe3omacHOCTH.

1.4 IlemocTHOCTH, AOCTYIIHOCTE M KOH(GUICHIHATEHOCTE HHGopManuu. Knaccupukans
uHGOPMAINY 110 BHIAM TAlHBI ¥ CTENeHsM KOH(HICHIHANBHOCTH. [TOHATHS rocynapcTBeHHOH

TaWHBI ¥ KOHQHACHIHATEHOH HHOpMaITHH.



1.5 JKu3HeHHBIE NUKIB KOHGHICHIMAIGHOH HHQOpMaluu B IIpoIECCE €€ CO3JaHHs,
0obpaboTku, nepenayu.

1.6 Ilemu w 3amaum 3ammTel WHOGOpManud. OCHOBHBIE MOHATHS B 001acTH 3allHThHI
wHopManun. JIeMEHTH mpolecca MeHeKkMenTa UB. Moziens HHTerpanuy HHQOPMalHOHHOK

0€30IIacHOCTH B OCHOBHYKO OE€ATCIIBHOCTE OpraHu3aliu. ITonstre ITomuTHKM 0€30TIACHOCTH.

Tema 2. Opzanu3zayuonnoe u npagosoe obecneuenue UHPOPMayUOHHOU Ge30RaACHOCMU.

2.1 Opraru3anuoHHAs CTPYKTYpa CHCTEMBI 3alUThl HHGOPMAHH. 3aKOHOJATECILHBIE AKThI
B obmactu 3ammtel mHOOpManuu. Poccuiickue U MeXIyHapoJHbIE CTAHAapThl, ONpEIE/IIoue
TpeboBaHHS K 3amuTe HHGOPMAIIUH.

2.2 Cucremsl ceprudukaipn PO B obmacty 3amuTel uHGopManuu. OCHOBHBIE IIpaBHIIa U
IOKYMEHTHI CHCTeMBI cepTrdukaru PO B obnactu 3amutsl nHGopManud. CpaBoYHO-IIPaBOBEIE
CHCTEMBI C HOPMATHBHBIMHE H IPABOBBIMH JTOKYMEHTaMH 110 HH(QOPMaIMOHHOM 0€30IIaCHOCTH.

2.3 OcHoBHEIe momoxeHU J[okTprHbI HHGOpMAIHOHHOH Oe30onacHOCTH PoccHiicKoi
Denepanum.

2.4 Crparerus HarmoHanbHOM OezomacHocTH Poccuiickoit @epeparmu. 'ocynapcrBenHas
CHCTeMa 3aIMUTHI HHPOPMAIIUH U €€ CTPYKTYpa. |

2.5 JlunensupoBanue, cepTHQUKAIHS B ATTeCTAlNs B 00TaCTH 3aIUTH HHPOpMAIHH.

2.6 OcHoBHEBIE TIONMOKeHUS 3aKkoHA PO «O6 mHopManny, HHOOPMAITHOHHBIX TEXHOJIOIHAX
¥ o 3amuTe wHbopMammu», 3akoHa PO «O mepcoHanbHBIX AaHHBIX». OCHOBHEIE IIOJIOKEHHS
®epepanbubix 3akoHoB PO «O rocynapcTBeHHOM TaitHe», «O KOMMEPUECKOH TalHHEY.

2.7 Tlpectymiends B obnacTd 3amuTel HHPopManuu (YTOJOBHBIHM Kojmekc PO,

I'paxaanckuii kojaeke PO, Komexe 06 aIMAHACTPaTHBHBIX IIPaBOHApyIIeHHIX PD).

Tema 3. 3auuma unopmauuu 6 A6MOMAMUIUPOBAHHBIX (UHPOPMAUUOHHBIX) CUCHIEMAX.

3.1 OcHOBHBIE MEXaHH3MEI 3amUTH HHPopManuy. CucreMa 3a1uTel HEQopManuu. Mephbl
3amuTHl MHGOPMAIIHH, PEeaTH3yeMEIE B ABTOMATH3HPOBAHHBIX (MH(QOPMAIIMOHHEBIX) CHCTEMAX.

3.2 TIporpaMMHEIe H IPOrPAMMHO-AIIapaTHEIE CPECTBA 3alHThl MHOPMAIIHH.

3.3 MmKeHepHas 3al0yTa i TEXHAYECKas OXpaHa 00beKTOB HHPOPMATH3AIHH.

3.4 OpraHu3anMOHHO-pAcTOpsATeIbHas 3amuTa uHGopManuu. Pabora ¢ xagpamu H
BHYTPH OOBEKTOBBI peXuM. [IpHHIUNEI NOCTPOSHMSA OpraHH3allHOHHO-PACIOPSIUTCILHOI

CHCTEMEI.

Tema 4. JToxkansnsle u 2106a1bHble KOMRbIOMEPHBLE CemU (3AUiUmMa UHPOPMAYUU 6 cemax).
4.1 Knaccupukamuss KOMIBIOTEpHBIX ceTed. Tomojormm, MeTOABl JOCTyIa K

dusnyeckoit cpeme. [lonarwe, KiacCHOHKAMA M BHIB KOMIBIOTEPHBIX CETEH. AIIapaTHEIC



KOMITOHEHTE! BEUHCTATENBHEIX ceTeil. CepBuckl MHTepHeTa. ConManbHas CETh M COLMABHBIE
CEepPBHCHL YTpo3bl Oe30macHOCTH HHQOPMALUH B CETH, HX BHJIEL

4.2 3ammra HHGOPMAIMH OT HECAHKIIMOHHPOBAHHOTO JOCTyNa B ceTH, IP-aapecanms,
ciyx6a DHCP. 3amuTa #HbOpMany B TOKAIBHBIX H ITT00AIBHEIX KOMIBIOTEPHEIX CETAX.

4.3 OGopynosanue Ui CBs3H KommbioTepoB. CTeku mpoTokonoB M Mopens OSL
MexaHu3MBl NEpEMEINEHHs JaHHBIX B ceTH. [IpOTOKONEI Mepefadd HH(OpManuH. 3alluTa
ciyx051 TpaHCcIIIMY uMeH MHTepHeTa. 3amuTa 06JauHbIX BEYHCIICHUH.

4.4 Knaccupukamms ceTeBblx arak. AmHamus Tpaduka. Co3faHue JIOXKHOTO ITOTOKA.
[ToBropHOe wmcmonb3oBanue (replay-ataka). Momudukamus mnortoka pgaHHEX. OTkas B
obcmyxuBanuu  (DoS-araka). [lludposanue (aIrOpuTMBI CHMMETPHYHOTO IIHM(POBAHHUS,
anropuT™Mbl mHGpOBaHUS € OTKPHITEIM KimodoM),  Malicious software — BpemoHOCHOE

IIpOrpaMMHOE 00ecIeUeHHE.

Tema 5. Texunonozuu npozpammupoeanua, A120pUmMmsl U CIPYKmMypsl OGHHBIX.

5.1 JKu3HeHHBIH IMKI HporpaMMHOr0 obecrnedenns. TecTHpOBaHHE IPOrpamM.
[TapasuiensHBIE METOBI IPOTPAMMHUPOBAHHS.

5.2 OCHOBHEIE ATOPHTMBI MOMCKA JaHHBIX, HX BPEMEHHAS CIIOXKHOCTb. AJITOPHTMEI
COPTHPOBKH, HMX BpEMEHHasd CIIOXKHOCTb H IIPAKTUYECKOE 3HAYCHHE I PpeIlCHMs 3ajad
00pabOoTKH JaHHBIX.

5.3 BpemenHas cnoXxHOCTh anropuTMOB. OIlleHKa BpPEMEHH BBIIOJHEHHS IIPOrpaMM.

OcHOBHBIE a6CTpaKTHI:Ie TUIBI JAaHHBIX: CITHCKH, CTEKH, OYCpeH, JACPCBhA, OPHCHTUPOBAHHEBIE H

HEOPHEHTHPOBAHHBIE IPa(BbL.
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KPUTEPMH OLIEHKK

B xoxe sk3aMeHa aOHTYPHEHT IPOXOIUT KOMIIBIOTEPHOE TECTHPOBAHME C OrpaHHYEHHEM
BPEMEHH II0 TeMaM IMpOrpaMMbI BCTYIHTEIBFHOIO 3K3aMEHA, YTBEPKIEHHOH IPOPEKTOPOM II0
yuebHoM paboTe MpKyTCKOro HAIlMOHATBHOTO HCCIEI0BATENECKOI0 TEXHUIECKOI0 YHHBEPCHTETA.

Abutypuenty mpemiaraercs cymmapao 50 BompocoB W3 00s3aTeNbHBIX pasfenoB 1-3 u
pazzmenoB 4-5 mo BEIOOpY. B TecTe mMpHCYTCTBYIOT 3afaHHs OTKPBITOIO THIIA, OTKPBITOIO THIIA C
Pa3BEPHYTHIM OTBETOM M 3aKpPBHITOrO THMA. 3aJaHWs OTKPHITOrO THIIA INIPEIIONAararT, 4TO Ha
KKIBIH BOIPOC WCHOBITYEMBIH [JODKEH IIPEIVIOKHTH CBOH OTBET: JOIKCATh  CIIOBO,
CIIOBOCOYETaHHE, IPEIIOKEeHHE, 3HAaK, GopMyny. B 3amaHusIX OTKPBITOrO THNA C Pa3sBEPHYTEIM
OTBETOM HYXHO TOAPOOHO OOBSICHHUTE CBOIO MEICIB, IPUBECTH APIYMEHTHI, CIENIaTh BBIBOIBI HIIA
omMcaTh Mpollece pemeHHs (HapuMep, HAOUCaTh 3CCE MM PEUIMTh 337ady C IOJHBIM
OOBSICHEHHEM XOJa pelleHus). 3aJaHus 3aKpLITOT0 THIA MPEIyCMaTPHUBAIOT pa3jd4HBIE
BapHAHTHl OTBETA Ha IIOCTABJIEHHBIA BOIpOC: M3 psAAa MpeiJaraeMbIX BBIOMPAFOTCS OIMH HIIM
HECKOJIBKO IIPABIJIBHBIX OTBETOB.

ITo pe3ynpTaTtaM TeCTHPOBAHMS BBLICTABIIETCS MTOrOBas OIEHKA IIyTEM CYMMMPOBAHHSA
KOJIHYeCTBa IPaBUILHBIX OTBETOB.

IIpaguna oyenrxu ecezo mecma. OOmas cymma OalUIoB 3a BCE IIPABHIIBHBIE OTBETHI
COCTaBIISET «HAWBEICINHHA Oasny, HanpuMmep 95 Gamwior. B crenudukanuy ykasbBaeTcs OOIIHH
HauBBICIIHM Oayt mo Tecty. Takike ycTaHaBmuBaeTcs OUAna3oH 0aioB, KOTOPBIE HEOOXOMHMMO
HabpaTe Mg TOro, 9YTOObI IOJNYYHTH OTIHYHYIO, XOpPOIIYIO, YZOBJIETBOPHTENBHYIO HIIH
HEYIOBIETBOPUTENBHYIO OIICHKH.

B IpOUEHTHOM COOTHOIIEHHH OLEHKH (Mo IATHOATEHOH CHCTEME) PEKOMEHIYeTCs

BBICTABJIATE B CIICAYIOINIMX OHAIlla3OHax:

ITponieHTHOE COOTHOIIEHHE Onenxa
Mmeree 50% HeynoBiIeTBOPHTENBHO- «2»
50%-64% Y IOBIETBOPHTENBHO — «3»
65%-84% Xopomio — «4»
85%-100% Ormugno — «5»




